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1. Who provides the service and what these Terms cover

SkyInbox is provided by SKILLS IT  SOLUCOES EM T ECNOLOGIA LT DA, t rading as Skills IT ,

Brazilian company regist rat ion (CNPJ) 05.699.856/0001- 10, wit h it s address at  Quadra ACSE 1,

Rua SE 1, nº 38, sala 10, 2º andar, Plano Diret or Sul, Palmas–TO, CEP 77020 - 014, Brazil.

These Terms apply t o all of  SkyInbox: t he websit e skyinbox.com.br, t he service dashboard at

app.skyinbox.com.br, t he pipelines and f eat ures at  kanban.skyinbox.com.br, t he chat bot s t hat

Skills IT publishes f or t he cust omer, t he API and t he connect ed channels. In t his document ,

“SkyInbox” means t he service or it s provider, as t he cont ext  requires.

SkyInbox is an omnichannel cust omer service plat f orm wit h art ificial int elligence, off ered as a

managed service: host ing, updat es, maint enance and support  are provided by Skills IT. The

cust omer cont ract s f or a working service and does not  receive a sof t ware licence t o inst all,

source code, cont ainer images or any right  t o run t he plat f orm on it s own inf rast ruct ure.

2. Acceptance and order of precedence

These Terms t ake eff ect  when t he company cont ract s f or t he service or st art s using it . Whoever

accept s on behalf  of  a company represent s t hat  t hey have aut horit y t o bind it . The service is

int ended f or prof essional use by adult s.

In t he event  of  a conflict , t he f ollowing order applies: (1) t he commercial proposal or signed

cont ract , f or t he condit ions expressly negot iat ed; (2) t he Dat a Processing Agreement , f or

everyt hing concerning personal dat a processed on t he cust omer's behalf ; (3) t hese Terms; (4)

t he Privacy Policy; (5) t he descript ions published on t he websit e.

3. Account, users and access

The account  belongs t o t he cont ract ing company and is creat ed by Skills IT during onboarding.

Dashboard users are creat ed by t he company, wit h t he access profile it  defines, and sign in wit h

email and password or wit h a Google account , when t hat  opt ion is chosen.
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Each person uses t heir own credent ials. Shared credent ials are t he company's responsibilit y and

make t he audit  t rail unworkable. The company is responsible f or what  it s users do in t he dashboard,

including t he messages sent  t o it s cust omers, and must  revoke access t hat  is no longer needed.

Any suspect ed unaut horised access must  be report ed immediat ely t o contato@skyinbox.com.br.

4. Plans, limits and billing

The current  plans, wit h prices in Brazilian reais and t he limit s of  each, are list ed on t he plans and

pricing page. The commercial proposal confirms t he plan, price, billing period, adjust ment  and

payment  t erms bef ore t he cont ract  is signed.

The plan count s conversat ions handled and replies sent  by Sky, as described on t he pricing page.

When a limit  is reached, t he company is not ified and service is not  int errupt ed: an add-on pack or a

plan change is off ered.

Non-payment  may lead t o suspension of  access, af t er prior not ice and an opport unit y t o set t le.

Dat a is preserved during t he suspension.

5. Consultative Onboarding

Consult at ive Onboarding is a service charged separat ely f rom t he mont hly f ee, wit h price and

scope set  out  in a proposal af t er t he assessment . It  covers t he assessment  of  t he operat ion,

building t he knowledge base f rom mat erial provided by t he company, defining Sky's rules,

connect ing t he channels and f ollowing t he operat ion f or t he agreed period.

Delivery depends on t he company's cooperat ion: providing t he mat erial, making t he people who

know t he cust omer service available f or meet ings and approving t ext s bef ore t hey are published.

Deadlines are suspended while any of  t hese dependencies is out st anding. Approval of  t he official

What sApp account  is Met a's decision, and it s t iming is not  cont rolled by Skills IT.

6. Third-party costs and rules

Meta charges for WhatsApp directly to the company, and that charge does not go through

Skills IT. The company regist ers it s own payment  met hod in t he What sApp account . A message

init iat ed by t he company out side t he 24 -hour window requires an approved t emplat e and is always

charged; f rom Oct ober 1, 2026, replies wit hin t he window are also charged by Met a.
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Use of  each channel is subject  t o t he policies of  it s operat or. A block or rest rict ion imposed by

Met a or anot her channel f or breach of  it s policies is t he operat or's decision: Skills IT helps t o

underst and it  and t o appeal, but  cannot  reverse it . Channels and int egrat ions t hat  depend on t he

cust omer's own account , such as Twilio, Bandwidt h, Dialogflow or video providers, are governed by

t he cont ract s t he cust omer has signed wit h t hem and are billed by t hem.

7. Content and ownership

T he content belongs to the customer. Conversat ions, cont act s, at t achment s, knowledge

base, pipelines and report s belong t o t he cont ract ing company. It  aut horises Skills IT t o st ore,

process, t ransmit  and creat e t echnical derivat ives of  t hat  cont ent , such as search indexes and

vect ors, only t o t he ext ent  necessary t o provide, maint ain, prot ect  and support  t he service, under

t he Dat a Processing Agreement .

Skills IT and t he art ificial int elligence model providers it  select s and cont ract s do not use

customer data, including messages, knowledge base documents and generated replies,

to train artificial intelligence models. This aut horisat ion does not  grant  any licence t o

commercialise t he cust omer's cont ent  eit her.

T he platform belongs to Skills IT  and its licensors. Brand, int erf ace, configurat ion and

what ever Skills IT develops remain wit h t heir respect ive owners. The cont ract  grant s a right  of

use, not  ownership.

8. Sky and what it does not guarantee

Sky is t he art ificial int elligence in SkyInbox. It  answers based on t he company's knowledge base and

t he rules defined during onboarding, and it  is set  up t o hand over t o a person when no art icle covers

t he quest ion and on t he subject s marked as human-only.

No artificial intelligence gets every case right, and Skills IT  does not promise that. The

qualit y of  a reply depends on t he qualit y and currency of  t he knowledge base, which is t he

company's cont ent . The company remains responsible f or t he service provided t o it s cust omers,

just  as it  is wit h it s human t eam, and must  caref ully assess t he use of  Sky on regulat ed mat t ers,

wit h sensit ive dat a or wit h significant  impact  on people.

What  Skills IT delivers is t he cont rol mechanism: limit s by subject  and by channel, a record of  every

reply in t he conversat ion hist ory, t he abilit y t o swit ch Sky off  at  any t ime and t he f ollow-up of  t he

operat ion f or t he period set  out  in t he Consult at ive Onboarding proposal.
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9. Acceptable use

SkyInbox may not  be used t o:

send unsolicit ed bulk messages or use cont act  list s obt ained wit hout  a legal basis;

commit  f raud, scams, harassment , unlawf ul discriminat ion, hat e speech or any unlawf ul

purpose;

collect  sensit ive personal dat a or dat a of  children and adolescent s t hrough t he channels

wit hout  a legal basis and wit hout  t he saf eguards required by t he LGPD;

t ry t o circumvent  plan limit s, access anot her account 's dat a or bypass securit y cont rols;

t est  t he plat f orm's securit y wit hout  writ t en aut horisat ion;

impersonat e t hird part ies in a misleading way;

resell, sublicense or off er t he service t o t hird part ies as one's own wit hout  a specific cont ract .

10. Availability and support

Support  channels and response t imes vary by plan: email and What sApp on Essencial and

Profissional, priorit y support  on Business and dedicat ed support , wit h an account  manager, on

Ent erprise.

A formal availability commitment exists on the Enterprise plan, wit h availabilit y and response-

t ime t arget s defined in t he cont ract . The ot her plans have no cont ract ual availabilit y SLA. Skills IT

provides t he service wit h prof essional diligence, gives advance not ice of  scheduled maint enance

whenever possible and report s significant  int errupt ions t hrough it s support  channels.

11. Suspension and termination

At the customer's initiative: t he f ee is mont hly and cancellat ion f ollows t he signed cont ract .

Services already perf ormed, such as Consult at ive Onboarding, are not  ref unded.

For non-payment: suspension of  access af t er prior not ice, wit h dat a preserved.

For misuse: in t he event  of  a breach of  sect ion 9, immediat e suspension wit h not ice of  t he

reason. Where t here is risk t o t hird part ies or a legal order, suspension may precede t he not ice.

At Skills IT 's initiative, with no fault on the customer's part: 60 days' prior not ice and a pro

rat a ref und of  anyt hing paid in advance.



On t erminat ion, t he company may export  cont act s, conversat ions and report s in an open f ormat .

The request  must  be made bef ore t he end of  t he cont ract  or wit hin 30 days af t er it ; af t er t hat

period, t he dat a is delet ed as described in t he Dat a Processing Agreement . Cancelling t he plan is

not  t he same as immediat ely delet ing every record.

12. Liability

Skills IT is liable f or f ailures in providing t he service under t he law and t he cont ract . Except  in cases

of  wilf ul misconduct  or where t he law provides ot herwise, liabilit y is limit ed t o t he amount  paid by

t he company in t he 12 mont hs bef ore t he event  and does not  ext end t o loss of  profit s.

Skills IT is not  liable f or unavailabilit y or policy changes of  t hird-part y channels, f or cont ent  sent  by

t he company or it s users, or f or business decisions made on t he basis of  a plat f orm report .

Not hing in t hese Terms excludes right s or liabilit ies t hat  t he law does not  allow t o be excluded by

cont ract , including t hose under consumer prot ect ion law where it  applies t o t he relat ionship.

13. Versions, languages and governing law

Mat erial changes t o t hese Terms are not ified by email at  least  30 days in advance, and a company

t hat  does not  agree may t erminat e wit hout  penalt y up t o t he eff ect ive dat e. Each version remains

published at  it s own dat ed address, and a new publicat ion does not  ret roact ively change what  was

accept ed bef ore.

Port uguese, English and Spanish present  t he same cont ract ual basis. In case of  any divergence in

int erpret at ion, t he Port uguese version prevails, unless a specific cont ract  or mandat ory rule

provides ot herwise.

These Terms are governed by Brazilian law. Disput es will be submit t ed t o t he legally compet ent

court . Bef ore t aking any legal act ion, t he part ies undert ake t o seek an amicable solut ion by email

at  contato@skyinbox.com.br.
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1. Who processes the data and what this Policy covers

SkyInbox is operat ed, host ed and support ed by SKILLS IT  SOLUCOES EM T ECNOLOGIA LT DA,

t rading as Skills IT , Brazilian company regist rat ion (CNPJ) 05.699.856/0001- 10, Quadra ACSE 1,

Rua SE 1, nº 38, sala 10, 2º andar, Plano Diret or Sul, Palmas–TO, CEP 77020 - 014, Brazil. Privacy

cont act : contato@skyinbox.com.br. Dat a prot ect ion officer: Adriano Fante, t hrough t he same

cont act .

This is t he single Privacy Policy of  SkyInbox: it  covers t he websit e skyinbox.com.br, t he service

dashboard at  app.skyinbox.com.br, t he pipelines and f eat ures at  kanban.skyinbox.com.br, t he

chat bot s published by Skills IT and t he connect ed channels.

2. Three people, three roles

A cust omer service plat f orm involves t hree diff erent  people wit h dat a at  st ake, and t he LGPD

(Brazil's General Dat a Prot ect ion Law) t reat s each one diff erent ly. Almost  every quest ion about

responsibilit y is set t led here.

Who Which dat a Role of  Skills  IT

Websit e visit ors Cont act  sent  t hrough t he f orm

and, wit h consent , audience

measurement

Cont roller

T he cust omer company and

t he dashboard users

Regist rat ion, billing,

credent ials, access and

act ivit y logs

Cont roller

T he cust omer company's own

cust omer, t he person who

messages t he company on

What sApp, Inst agram, email or

t he chat  on it s websit e

Conversat ions, at t achment s,

cont act  det ails, not es and

dat a collect ed by chat bot s

Processor, on behalf  of  and

under t he inst ruct ions of  t he

cust omer company, which is

t he cont roller

https://skyinbox.com.br/privacy-policy/2026-10-23


In t he t hird case, it  is t he cust omer company t hat  decides what  is collect ed and why. Skills IT

processes t hat  dat a wit hin t he limit s of  t he Dat a Processing Agreement , and t he privacy policy

t hat  applies t o t hat  person is t he one of  t he company t hey spoke t o.

3. What data is processed

On the website. Name, company, email, phone number, t eam size and any f ree t ext  writ t en in t he

cont act  f orm. The request  reaches t he Skills IT sales t eam by email and is recorded in t he

company's sales syst em, t oget her wit h t he IP address it  was sent  f rom, used only t o block

aut omat ed bulk submissions and delet ed wit hin 180 days. Wit h consent , audience and

perf ormance measurement  dat a is also processed, as described in t he Cookie Policy.

On the platform. Regist rat ion dat a of  t he company and of  dashboard users (name, email, access

profile, Google ident it y when t hat  sign-in is chosen), access and act ivit y logs, and t he cont ent  of

cust omer service conversat ions: messages, at t achment s, audio, images, cont act  det ails, labels,

not es, pipeline cards and answers collect ed by chat bot s.

What we do not ask for. The websit e does not  ask f or ident it y document s, bank det ails or

sensit ive inf ormat ion in any f orm. A request  of  t hat  kind on behalf  of  SkyInbox out side t he

dashboard is not  ours.

4. Purposes and legal bases

Where Skills IT is t he cont roller, each purpose has it s own legal basis (art icle 7 of  t he LGPD):

Purpose Leg al basis

Replying t o a cont act  made t hrough t he

websit e

Preliminary st eps relat ed t o a cont ract , at  t he

dat a subject 's request

Providing t he cont ract ed service: creat ing

account s, connect ing channels, keeping t he

dashboard running and providing support

Perf ormance of  a cont ract

Invoicing and collect ion Perf ormance of  a cont ract  and compliance wit h

legal and t ax obligat ions

Plat f orm securit y: access logs, login at t empt

limit s and abuse prevent ion

Legit imat e int erest , balanced against  t he

impact  on t he dat a subject , and legal obligat ion

regarding logs
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Purpose Leg al basis

Measuring t he websit e's audience and

perf ormance

Consent , collect ed in t he cookie not ice and

revocable at  any t ime

Exercising right s in judicial, administ rat ive or

arbit rat ion proceedings

Regular exercise of  right s

For cust omer service conversat ions, t he legal basis is defined by t he cust omer company, which is

t he cont roller. Skills IT processes t hat  dat a under it s inst ruct ions.

5. What Sky does with the content

Sky is t he art ificial int elligence in SkyInbox. To answer a cust omer, it  reads t he ongoing

conversat ion and t he art icles in that company's  knowledge base and generat es t he reply f rom

t hem.

No cross-account use. One company's knowledge base and hist ory never f eed t he reply

given t o anot her company's cust omer.

T here is third-party processing. Text  generat ion uses a language model provider

cont ract ed by Skills IT, t o which t he necessary excerpt  of  t he conversat ion is sent  at  t he t ime

of  t he reply. The knowledge base is convert ed int o search vect ors by a provider of  t he same

kind. The providers are list ed under subprocessors.

No training on your data. Neit her Skills IT nor t he model providers it  cont ract s use

messages, document s or generat ed replies t o t rain art ificial int elligence models.

Sky may record notes  about  a cont act , t o give cont ext  t o t he next  conversat ion. These

not es are visible t o t he t eam, can be edit ed and delet ed, and are removed t oget her wit h t he

cont act .

T he company sets her limits, including swit ching her off  on any channel. What  she answers

and what  she hands over is described in what  Sky does not  do.

6. Who the data is shared with

Skills IT does not  sell personal dat a or share it  f or t hird-part y advert ising. Dat a is shared only wit h

t hose needed f or t he service t o work:

https://skyinbox.com.br/subprocessors/2026-10-23
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the subprocessors  t hat  host  t he plat f orm, generat e Sky's replies and deliver t he websit e,

list ed under subprocessors;

the channel operators  t hat  t he cust omer company chooses t o connect  (Met a f or

What sApp, Inst agram and Messenger, Telegram, email providers and ot hers). Wit hout  t hem

messages can neit her arrive nor be sent , and each has it s own t erms, accept ed by t he

company when connect ing t he account ;

services contracted directly by the customer company and connect ed by it , such as

Twilio, Bandwidt h, Dialogflow or video providers, which are governed by t he cont ract s bet ween

t hem;

public authorities, when t here is a legal order. In t hat  case Skills IT not ifies t he aff ect ed

cust omer, unless t he order it self  f orbids it .

7. How long data is kept

Dat a Period

Cont act  made t hrough t he websit e For as long as t he sales conversat ion last s and

up t o 12 mont hs af t er it , t o resume t he

conversat ion. Delet ion can be request ed earlier

Cont act  f orm IP address Up t o 180 days

Cust omer service conversat ions For t he durat ion of  t he cont ract , wit h f ull hist ory

on every plan. T he cust omer company may

request  delet ion earlier. On t erminat ion, export

can be request ed wit hin 30 days, af t er which t he

dat a is delet ed

Regist rat ion and billing For t he durat ion of  t he cont ract  and, af t er it , f or

t he periods required by t ax and civil law

Access logs For t he period set  out  in Brazil's Civil Right s

Framework f or t he Int ernet  (Marco Civil da

Int ernet )

Backups Daily rout ine wit h 7-day ret ent ion. Delet ed dat a

leaves t he service immediat ely and disappears

f rom backups at  t he end of  t hat  cycle

https://skyinbox.com.br/subprocessors/2026-10-23


8. Data subject rights

Art icle 18 of  t he LGPD guarant ees, over your personal dat a, t he right s of  confirmat ion and access,

correct ion, anonymisat ion, blocking or delet ion, port abilit y, inf ormat ion about  sharing, wit hdrawal of

consent  and object ion. The f ull procedure, wit h deadlines, is in dat a prot ect ion and your right s.

Anyone who is a cust omer of  a company t hat  uses SkyInbox and want s t o exercise t hese right s

over t he conversat ion t hey had wit h it  should send t he request  t o t hat  company, which is t he

cont roller. If  t he request  reaches Skills IT, it  is f orwarded t o t he company and t he person is

inf ormed.

9. Security

The measures in place are described on t he securit y page: own inf rast ruct ure administ ered by

Skills IT, isolat ion of  dat a and knowledge base by company, encrypt ion in t ransit , passwords st ored

encrypt ed, login at t empt  limit s, permission profiles, audit  t rail f rom t he Business plan upwards and

daily backups wit h seven-day ret ent ion.

Skills IT  does not claim any formal security certification: it  holds neit her SOC 2 nor ISO

27001. If  a securit y incident  poses relevant  risk or harm t o dat a subject s, t he aff ect ed cust omers

and t he ANPD (Brazil's dat a prot ect ion aut horit y) are not ified wit hin t he legal deadlines.

10. International transfers

Some of  t he providers needed f or t he service process dat a out side Brazil: t he cloud provider, t he

channel operat ors and t he art ificial int elligence providers used by Sky. These t ransf ers t ake place

t o perf orm t he cont ract  and f ollow t he saf eguards required by chapt er V of  t he LGPD in t he

cont ract s signed wit h each provider. The list  of  subprocessors ident ifies each one.

11. Children and adolescents

SkyInbox is a work t ool and is not  int ended f or people under 18. Skills IT does not  int ent ionally

collect  dat a f rom children and adolescent s on t he websit e. If  t he cust omer company serves t his

audience t hrough t he connect ed channels, it  is up t o t he company, as cont roller, t o obt ain parent al

consent  as required by art icle 14 of  t he LGPD.

https://skyinbox.com.br/data-subject-rights/2026-10-23
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12. Changes to this Policy

Each version of  t his Policy remains published at  it s own dat ed address. When a change mat erially

alt ers how dat a is processed, cust omers are not ified by email bef ore it  t akes eff ect .

The Port uguese, English and Spanish versions describe t he same processing. In case of  any

divergence, t he Port uguese version prevails.
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1. Parties, roles and subject matter

This Agreement  f orms part  of  t he SkyInbox cont ract  bet ween t he cust omer company and

SKILLS IT  SOLUCOES EM T ECNOLOGIA LT DA, t rading as Skills IT , Brazilian company

regist rat ion (CNPJ) 05.699.856/0001- 10, Quadra ACSE 1, Rua SE 1, nº 38, sala 10, 2º andar,

Plano Diret or Sul, Palmas–TO, CEP 77020 - 014, Brazil, provider of  SkyInbox.

It  applies t o t he personal dat a t hat  Skills IT processes as processor, on behalf  of  t he cust omer

company, which is t he controller: mainly t he dat a of  t he company's own cust omers, which arrives

t hrough t he channels connect ed t o SkyInbox. If  t he cust omer company in t urn act s as processor

f or anot her cont roller, it  represent s t hat  it  is aut horised t o engage Skills IT as sub-processor and

t o give valid inst ruct ions.

The processing t hat  Skills IT carries out  as cont roller, such as regist rat ion, billing, securit y and

sales cont act , is governed by t he Privacy Policy.

2. Description of the processing

Element Scope

Purpose Providing t he cont ract ed omnichannel cust omer

service: receiving, organising and answering

conversat ions, generat ing Sky's replies and

suggest ions, running pipelines, chat bot s,

report s and int egrat ions

Operat ions Receipt , st orage, organisat ion, ret rieval,

t ransmission t o t he necessary channels and

providers, generat ion of  replies by art ificial

int elligence, vect orisat ion of  t he knowledge

base, export  and delet ion
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Element Scope

Dat a subject s Cust omers and prospect ive cust omers of  t he

cust omer company, people who get  in t ouch

t hrough t he connect ed channels and dashboard

users

Dat a Name, phone number, email, ident ifiers on t he

connect ed net works, message cont ent ,

at t achment s, audio and images, labels, not es,

dat a collect ed by chat bot s and records

associat ed wit h conversat ions

Durat ion T he t erm of  t he cont ract  and t he period needed

f or export , delet ion or ret ent ion required by law

The cust omer company decides what  is collect ed and must  avoid unnecessary dat a. Sensit ive

dat a and dat a of  children and adolescent s require t heir own legal basis and addit ional saf eguards,

which must  be agreed wit h Skills IT bef ore t he processing t akes place.

3. Documented instructions

Skills IT processes t he dat a only on t he document ed inst ruct ions of  t he cust omer company: t he

cont ract , t his Agreement , t he set t ings made in t he dashboard and request s sent  by aut horised

represent at ives, including wit h regard t o t ransf ers. If  t he law requires diff erent  processing, Skills IT

inf orms t he cust omer company bef orehand, unless t he law prohibit s such not ice.

If  it  considers an inst ruct ion incompat ible wit h t he law, Skills IT inf orms t he cust omer company and

may suspend t he aff ect ed flow unt il it  is clarified. The cust omer company is responsible f or t he

lawf ulness of  it s inst ruct ions, f or t he inf ormat ion given t o dat a subject s and f or t he access

permissions it  grant s.

4. Authorised persons and security

Anyone at  Skills IT who processes t he dat a is bound by a dut y of  confident ialit y, cont ract ual or

st at ut ory, and has access appropriat e t o t heir role.



Skills IT maint ains t echnical and organisat ional measures proport ionat e t o t he risk, reviewed while

t he service is provided. They current ly include isolat ion of  dat a and knowledge base by company,

encrypt ion in t ransit , passwords st ored encrypt ed, login at t empt  limit s, permission profiles, an

audit  t rail f rom t he Business plan upwards, key-only server access and daily backups wit h seven-

day ret ent ion. The cust omer company may request  inf ormat ion about  t hese cont rols t o assess

whet her t hey are adequat e f or it s processing.

The cust omer company administ ers t he users, credent ials, channels and int egrat ions it  connect s,

and must  keep t hem consist ent  wit h it s own inst ruct ions.

5. Subprocessors and changes

The cust omer company gives general aut horisat ion f or t he subprocessors needed f or t he

f eat ures it  uses, described in t he list  of  subprocessors. Channel operat ors (such as Met a, f or

What sApp, Inst agram and Messenger) and t he services t he cust omer company cont ract s it self

and connect s t o SkyInbox are governed by t he t erms it  accept s wit h t hem.

Bef ore adding or replacing a subprocessor t hat  processes t he dat a covered, Skills IT not ifies t he

cust omer company t hrough t he regist ered cont act , wit h a reasonable period t o raise a reasoned

object ion, sent  t o contato@skyinbox.com.br. The part ies will seek a workable alt ernat ive. While

t he object ion remains unresolved, t he aff ect ed flow may be unavailable; if  no solut ion is f ound, it

may be t erminat ed in accordance wit h t he cont ract .

Skills IT requires it s subprocessors t o accept  dat a prot ect ion obligat ions consist ent  wit h t his

Agreement  and remains responsible t o t he cust omer company f or t he perf ormance of  t he

obligat ions it  ent rust s t o t hem, t o t he ext ent  provided by law.

6. Sky and the artificial intelligence providers

When Sky is act ive, t he necessary excerpt  of  t he conversat ion and t he relevant  knowledge base

art icles are sent  t o t he language model provider at  t he t ime of  t he reply, and t he knowledge base is

convert ed int o search vect ors. This t ransmission serves exclusively t o generat e t he reply or

suggest ion request ed.

Skills IT and t he model providers it  select s and cont ract s do not use the customer company's

data, including messages, knowledge base documents and generated replies, to train

artificial intelligence models. Skills IT undert akes t o maint ain t his condit ion when select ing and

cont ract ing t hose providers. One company's knowledge base and hist ory are never used in t he

reply given t o anot her company's cust omer.

https://skyinbox.com.br/subprocessors/2026-10-23


7. Assistance to the customer company

Taking int o account  t he nat ure of  t he processing and t he inf ormat ion available, Skills IT assist s t he

cust omer company in responding t o dat a subject  request s, wit h securit y, wit h impact

assessment s and wit h consult at ions wit h t he ANPD (Brazil's dat a prot ect ion aut horit y), where

required.

A dat a subject  request  t hat  reaches Skills IT direct ly about  t he cust omer company's dat a is

f orwarded t o t he company, and t he response does not  go beyond t he company's inst ruct ions,

unless t he law requires ot herwise. The dashboard allows t he cust omer company t o find, export  and

delet e cont act s and conversat ions wit hout  depending on Skills IT.

8. Personal data incidents

Skills IT not ifies t he cust omer company wit hout  undue delay af t er becoming aware of  an incident

aff ect ing t he dat a processed on it s behalf. The first  not ificat ion may be supplement ed lat er; t he

invest igat ion does not  need t o be complet e bef ore not ice is given.

The not ificat ion st at es, where available, t he nat ure of  t he event , t he dat a and people aff ect ed, t he

likely consequences, t he cont ainment  measures and a cont act . Skills IT cooperat es in t he

invest igat ion and mit igat ion. It  is f or t he cust omer company, as cont roller, t o assess and make t he

not ificat ions f or which it  is responsible, wit hin t he applicable deadlines.

9. Return and deletion

On t erminat ion, t he cust omer company may export  cont act s, conversat ions and report s in an

open f ormat . The request  must  be made bef ore t he end of  t he cont ract  or wit hin 30 days af t er it .

Af t er t hat  period, Skills IT delet es t he dat a covered, unless ret ent ion is required by law.

Delet ion includes t he relevant  derivat ives, such as knowledge base indexes and vect ors, not es and

records cont aining conversat ion cont ent . Backups disappear at  t he end of  t he seven-day cycle; if

a rest ore t akes place during t hat  period, t he delet ion is applied again. Skills IT confirms in writ ing

what  was delet ed and what  was ret ained because of  a legal obligat ion.

10. International transfers

Some subprocessors process dat a out side Brazil. Skills IT undert akes t o adopt  a valid mechanism

f or t hese t ransf ers where t he law requires it , t aking int o account  t he part ies, t he dest inat ion and

t he flow, including t he st andard cont ract ual clauses approved by t he ANPD where t hey are t he



applicable inst rument .

The cust omer company may request  inf ormat ion about  each flow and t he saf eguards adopt ed.

Any specific t errit orial rest rict ion must  be agreed bef ore t he corresponding processing.

11. Demonstration of compliance and audit

Skills IT makes available t he inf ormat ion needed t o demonst rat e compliance wit h t his Agreement

and allows audit s by t he cust omer company or by an audit or it  aut horises. The part ies agree on t he

scope, not ice and prot ect ion of  t hird-part y inf ormat ion, wit hout  def eat ing t he legal right  t o audit .

Int rusive t est s require writ t en aut horisat ion.

12. Precedence, languages and duration

This Agreement  prevails over t he Terms of  Service in any conflict  regarding t he processing it

covers. The Port uguese version governs any divergence in t ranslat ion, unless t he cont ract  or t he

law provides ot herwise.

The dat a prot ect ion obligat ions remain in f orce f or as long as Skills IT holds dat a covered by t his

Agreement . Each version remains published at  it s own dat ed address, and a new publicat ion does

not  ret roact ively change what  was accept ed bef ore.

Cont act : contato@skyinbox.com.br.

https://skyinbox.com.br/terms-of-service/2026-10-23


Subprocessors

Version · 2026-10-23

SHA-256 of source text5c00f69b279cddf4a350669ddeeb5ada4cd990f7a0ed99a937be41bba664be56

https://skyinbox.com.br/subprocessors/2026-10-23

1. How to read this list

SkyInbox is provided by SKILLS IT  SOLUCOES EM T ECNOLOGIA LT DA, t rading as Skills IT ,

Brazilian company regist rat ion (CNPJ) 05.699.856/0001- 10. This page list s t he ext ernal services

t hat  may t ake part  in processing dat a, organised by purpose. Which of  t hem t ake part  in each

operat ion depends on t he f eat ures and channels t he cust omer company uses.

It  complement s t he Dat a Processing Agreement , which set s out  t he obligat ions f or select ing,

cont ract ing and supervising t hese providers.

2. Customer service platform

Service Purpose Dat a and condit ion of  use

Microsof t  Azure Plat f orm host ing: server,

st orage and backups

All plat f orm cont ent , st ored on

t he inf rast ruct ure administ ered

by Skills IT

OpenRout er Rout ing of  calls t o Sky's

language model

Conversat ion excerpt , relevant

knowledge base art icles and

generat ed reply, when Sky is

act ive

OpenAI Sky's language model and

knowledge base vect orisat ion

Conversat ion excerpt ,

knowledge base art icles and

generat ed reply, when Sky or a

chat bot  AI block is act ive

Google Cloud Translat ion Aut omat ic message

t ranslat ion

Text  of  t he messages t o be

t ranslat ed, only when t he

f eat ure is enabled f or t he

account

https://skyinbox.com.br/subprocessors/2026-10-23
https://skyinbox.com.br/data-processing-agreement/2026-10-23


Service Purpose Dat a and condit ion of  use

Google Sign-in t o t he dashboard wit h

a Google account

Name, email and account

ident ifier, only f or t hose who

choose t his sign-in

Skills IT and t he model providers it  select s and cont ract s do not  use messages, document s or

generat ed replies t o t rain art ificial int elligence models.

3. Channels and services connected by the customer company

Channel operat ors deliver and receive messages. They are connect ed by t he cust omer company,

which accept s each operat or's t erms when connect ing t he account :

Service Channel

Met a Official What sApp Business API (direct

connect ion, no int ermediary), Inst agram and

Messenger

Telegram Telegram

T he cust omer company's email provider Mailboxes connect ed as a channel

Services t hat  depend on t he cust omer company's own account , such as Twilio and Bandwidt h

(voice and SMS), Dialogflow and video call providers, only process dat a when t he company enables

t hem, and are governed by t he cont ract  bet ween t he company and t he provider.

4. Company website

Service Purpose Dat a and condit ion of  use

Vercel Host ing and delivery of  t he

websit e skyinbox.com.br

Web request s, IP address and

t echnical access dat a

Vercel Web Analyt ics Websit e audience

measurement

Technical browsing dat a, only

wit h consent



Service Purpose Dat a and condit ion of  use

Vercel Speed Insight s Websit e perf ormance Loading and visual st abilit y

met rics, only wit h consent

Google Analyt ics Websit e audience

measurement

Page pat h, t raffic source,

campaign markers and act ions

on t he websit e, only wit h

consent

Cont act  request s sent  t hrough t he websit e are delivered by email, t hrough t he mail server of  t he

skyinbox.com.br domain, and recorded in t he Skills IT sales syst em. The Cookie Policy det ails t he

measurement  t hat  requires consent .

5. Internal components

Chat woot , KanbanCW, Typebot , Post greSQL, Redis and Nginx are sof t ware component s of  t he

plat f orm t hat  run on t he inf rast ruct ure administ ered by Skills IT. They are not  ext ernal providers

receiving dat a, which is why t hey are list ed separat ely f rom t he list  above.

6. Changes and contact

Bef ore adding or replacing a subprocessor t hat  processes dat a on behalf  of  t he cust omer

company, Skills IT gives not ice t hrough t he regist ered cont act , wit h a period t o object , as set  out  in

t he Dat a Processing Agreement . This list  is updat ed at  t he same t ime, wit h a new dat ed version.

Cont act : contato@skyinbox.com.br.

https://skyinbox.com.br/cookie-policy/2026-10-23
https://skyinbox.com.br/data-processing-agreement/2026-10-23
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1. Contact channel

SkyInbox privacy request s are received by SKILLS IT  SOLUCOES EM T ECNOLOGIA LT DA,

t rading as Skills IT , Brazilian company regist rat ion (CNPJ) 05.699.856/0001- 10, at

contato@skyinbox.com.br. The dat a prot ect ion officer is Adriano Fante, who responds t hrough

t his channel t o dat a subject s and t o t he ANPD (Brazil's dat a prot ect ion aut horit y).

Address: Quadra ACSE 1, Rua SE 1, nº 38, sala 10, 2º andar, Plano Diret or Sul, Palmas–TO, CEP

77020 - 014, Brazil.

St at e your request , t he email address or phone number relat ed t o t he dat a and, where applicable,

t he company you spoke t o. Do not  send passwords or copies of  document s bef ore receiving

guidance on t he appropriat e channel. Represent at ives may submit  t he corresponding

aut horisat ion.

2. Who to address the request to

Skills IT is responsible f or t he processing in which it  is t he cont roller: cont act s made t hrough t he

websit e, t he regist rat ion and billing of  cust omer companies and t he dashboard users.

If  you spoke to a company that uses SkyInbox, t hrough it s What sApp, Inst agram, email or

websit e chat , t he company it self  decides about  t hat  dat a, as t he cont roller. The request  should go

t o it . If  it  reaches Skills IT, it  is f orwarded t o t he company and you are inf ormed. More det ails are in

t he Privacy Policy and in t he Dat a Processing Agreement .

3. Rights that can be exercised

Depending on t he LGPD (Brazil's General Dat a Prot ect ion Law) and t he specific sit uat ion, you can

request :

confirmat ion t hat  processing exist s and access t o your dat a;

correct ion of  incomplet e, inaccurat e or out dat ed dat a;

https://skyinbox.com.br/data-subject-rights/2026-10-23
https://skyinbox.com.br/privacy-policy/2026-10-23
https://skyinbox.com.br/data-processing-agreement/2026-10-23


anonymisat ion, blocking or delet ion of  unnecessary or excessive dat a, or dat a processed

unlawf ully;

port abilit y t o anot her provider, under t he applicable legal and t echnical condit ions;

delet ion of  dat a processed on t he basis of  your consent ;

inf ormat ion about  who your dat a is shared wit h;

inf ormat ion about  t he possibilit y of  not  giving consent  and t he consequences of  ref using;

wit hdrawal of  consent , wit hout  invalidat ing processing carried out  bef ore;

object ion t o processing based on legit imat e int erest ;

review of  a decision t aken solely on t he basis of  aut omat ed processing t hat  aff ect s your

int erest s.

4. Deadlines and verification

The request  is recorded, ident it y and scope are verified, and you receive t he act ion t aken or t he

reason f or not  t aking it . Ident it y verificat ion is t he only way t o avoid handing your dat a t o someone

else, and it  is proport ionat e t o t he request .

Confirmat ion t hat  processing exist s or access in simplified f orm is provided immediat ely; a f ull

st at ement  wit hin 15 days of  t he request , as provided f or in t he LGPD.

5. Limits and retention

Dat a subject  t o legal ret ent ion, such as t ax and access records, is kept  only wit hin t he scope and

f or t he period t he law requires, and t he response explains why. Delet ion includes backups, which

disappear at  t he end of  t he seven-day cycle.

To request  delet ion, say so expressly, including when you also ask t o cancel t he plan: cancelling is

not  t he same as delet ing.

6. Complaints

You can complain t o t he Nat ional Dat a Prot ect ion Aut horit y (ANPD) at  any t ime and use any ot her

legal remedies.

The Port uguese, English and Spanish versions describe t he same procedure. Source: LGPD,

especially art icles 18 t o 20.

https://www.gov.br/anpd/pt-br
https://www.planalto.gov.br/ccivil_03/_ato2015-2018/2018/lei/l13709compilado.htm
https://www.planalto.gov.br/ccivil_03/_ato2015-2018/2018/lei/l13709compilado.htm
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1. One policy for the website and the dashboard

This Policy f orms part  of  t he Privacy Policy and applies t o t he websit e skyinbox.com.br and t o t he

service dashboard at  app.skyinbox.com.br. The part y responsible is SKILLS IT  SOLUCOES EM

T ECNOLOGIA LT DA, t rading as Skills IT , Brazilian company regist rat ion (CNPJ)

05.699.856/0001- 10. Cont act : contato@skyinbox.com.br.

2. Categories

Cat eg ory Purpose Your choice

Necessary Keeping you signed in t o t he

dashboard, prot ect ing t he

session, st oring your cookie

choice and your t heme

pref erence

Always on, because t he service

does not  work wit hout  t hem

Audience measurement Count ing visit s per page,

t raffic sources and act ions on

t he websit e, such as clicking

What sApp, choosing a plan or

submit t ing t he f orm

Opt ional; off unt il you consent

Perf ormance Measuring page load t ime and

visual st abilit y

Opt ional; off unt il you consent

The t wo opt ional cat egories can be accept ed or ref used separat ely. Ref using t hem changes

not hing about  what  you can read or do: no page depends on t hem.

https://skyinbox.com.br/cookie-policy/2026-10-23
https://skyinbox.com.br/privacy-policy/2026-10-23


3. Inventory and duration

Technolog y Cat eg ory and

purpose

Where Durat ion

skyinbox_privacy_con

sent

Necessary: records

t he version, t he

measurement  and

perf ormance choices

and t he dat e of  t he

decision

Websit e Up t o 180 days f rom

t he choice

T heme st orage Necessary: remembers

whet her you pref er t he

light  or dark t heme

Websit e Unt il you change t he

t heme or clear t he

browser

cw_d_session_info

and dashboard

session cookies

Necessary: keeping

t he user signed in and

prot ect ing t he

session

Dashboard at

app.skyinbox.com.br

For t he durat ion of  t he

session, subject  t o

securit y cont rols

Vercel Web Analyt ics Audience

measurement : pages,

t raffic source and

t echnical browsing

dat a

Websit e Runs only wit h

consent

Vercel Speed Insight s Perf ormance: loading

met rics

Websit e Runs only wit h

consent

Google Analyt ics,

including _ga and

_ga_<id>

Audience

measurement : page

pat h, t raffic source,

campaign markers

(such as ut m and

gclid) and act ions on

t he websit e

Websit e Only wit h consent ;

cookies set  f or up t o

180 days

The address sent  f or measurement  is t he page pat h; f rom t he query st ring, only campaign

markers are sent , wit hout  t he f ragment . What  you t ype in f orms is not  included, and t here is no

personal ident ificat ion. The service dashboard does not  load any audience measurement  or



advert ising t ool.

The chat  t hat  a cust omer company inst alls on it s own websit e also st ores a conversat ion ident ifier

(cw_conversation) in t he visit or's browser, so t hat  t hey can pick t he conversat ion up where t hey

lef t  off. In t hat  case, t he company t hat  published t he chat  decides how it  is used, and it s cookie

policy is t he one t hat  applies.

Cookie lif et imes are diff erent  f rom dat a ret ent ion periods, which are described in t he Privacy

Policy. You can delet e local dat a in your browser set t ings.

4. Accepting, refusing and changing your mind

In t he cookie not ice, accept ing and ref using are equally easy. Closing t he not ice cont inues wit h t he

necessary f eat ures only. Ignoring t he not ice does not  aut horise any opt ional cat egory, and t he

legal document  pages can be read bef ore making any choice.

To change your choice, use t he “Pref erências de cookies” (cookie pref erences) link in t he websit e

f oot er. The change applies t o f ut ure measurement ; wit hdrawing consent  does not  make earlier

processing carried out  on a valid basis unlawf ul. Request s about  dat a already processed f ollow t he

dat a subject  right s procedure.

5. Another browser, another choice

Your choice is st ored in t he browser where it  was made. Anot her device, anot her browser, privat e

browsing or clearing st orage may require a new choice. The not ice also reappears when t he record

expires or when a change of  purpose requires a new decision.

The cookie choice is independent  of  accept ing t he Terms of  Service and t he Dat a Processing

Agreement : cont ract ing SkyInbox does not  aut horise t he opt ional cat egories.

https://skyinbox.com.br/data-subject-rights/2026-10-23
https://skyinbox.com.br/terms-of-service/2026-10-23
https://skyinbox.com.br/data-processing-agreement/2026-10-23
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