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Port uguese is t he cont ract ual ref erence. Mandat ory right s under applicable local law remain prot ect ed.

Read in Port uguese.

1. Parties, roles and subject matter

This Agreement  f orms part  of  t he SkyInbox cont ract  bet ween t he cust omer company and

SKILLS IT  SOLUCOES EM T ECNOLOGIA LT DA, t rading as Skills IT , Brazilian company

regist rat ion (CNPJ) 05.699.856/0001- 10, Quadra ACSE 1, Rua SE 1, nº 38, sala 10, 2º andar,

Plano Diret or Sul, Palmas–TO, CEP 77020 - 014, Brazil, provider of  SkyInbox.

It  applies t o t he personal dat a t hat  Skills IT processes as processor, on behalf  of  t he cust omer

company, which is t he controller: mainly t he dat a of  t he company's own cust omers, which arrives

t hrough t he channels connect ed t o SkyInbox. If  t he cust omer company in t urn act s as processor

f or anot her cont roller, it  represent s t hat  it  is aut horised t o engage Skills IT as sub-processor and

t o give valid inst ruct ions.

The processing t hat  Skills IT carries out  as cont roller, such as regist rat ion, billing, securit y and

sales cont act , is governed by t he Privacy Policy.

https://skyinbox.com.br/data-processing-agreement/2026-10-23
https://skyinbox.com.br/dpa/2026-10-23
https://skyinbox.com.br/privacy-policy/2026-10-23


2. Description of the processing

Element Scope

Purpose Providing t he cont ract ed omnichannel cust omer

service: receiving, organising and answering

conversat ions, generat ing Sky's replies and

suggest ions, running pipelines, chat bot s,

report s and int egrat ions

Operat ions Receipt , st orage, organisat ion, ret rieval,

t ransmission t o t he necessary channels and

providers, generat ion of  replies by art ificial

int elligence, vect orisat ion of  t he knowledge

base, export  and delet ion

Dat a subject s Cust omers and prospect ive cust omers of  t he

cust omer company, people who get  in t ouch

t hrough t he connect ed channels and dashboard

users

Dat a Name, phone number, email, ident ifiers on t he

connect ed net works, message cont ent ,

at t achment s, audio and images, labels, not es,

dat a collect ed by chat bot s and records

associat ed wit h conversat ions

Durat ion T he t erm of  t he cont ract  and t he period needed

f or export , delet ion or ret ent ion required by law

The cust omer company decides what  is collect ed and must  avoid unnecessary dat a. Sensit ive

dat a and dat a of  children and adolescent s require t heir own legal basis and addit ional saf eguards,

which must  be agreed wit h Skills IT bef ore t he processing t akes place.

3. Documented instructions

Skills IT processes t he dat a only on t he document ed inst ruct ions of  t he cust omer company: t he

cont ract , t his Agreement , t he set t ings made in t he dashboard and request s sent  by aut horised

represent at ives, including wit h regard t o t ransf ers. If  t he law requires diff erent  processing, Skills IT

inf orms t he cust omer company bef orehand, unless t he law prohibit s such not ice.



If  it  considers an inst ruct ion incompat ible wit h t he law, Skills IT inf orms t he cust omer company and

may suspend t he aff ect ed flow unt il it  is clarified. The cust omer company is responsible f or t he

lawf ulness of  it s inst ruct ions, f or t he inf ormat ion given t o dat a subject s and f or t he access

permissions it  grant s.

4. Authorised persons and security

Anyone at  Skills IT who processes t he dat a is bound by a dut y of  confident ialit y, cont ract ual or

st at ut ory, and has access appropriat e t o t heir role.

Skills IT maint ains t echnical and organisat ional measures proport ionat e t o t he risk, reviewed while

t he service is provided. They current ly include isolat ion of  dat a and knowledge base by company,

encrypt ion in t ransit , passwords st ored encrypt ed, login at t empt  limit s, permission profiles, an

audit  t rail f rom t he Business plan upwards, key-only server access and daily backups wit h seven-

day ret ent ion. The cust omer company may request  inf ormat ion about  t hese cont rols t o assess

whet her t hey are adequat e f or it s processing.

The cust omer company administ ers t he users, credent ials, channels and int egrat ions it  connect s,

and must  keep t hem consist ent  wit h it s own inst ruct ions.

5. Subprocessors and changes

The cust omer company gives general aut horisat ion f or t he subprocessors needed f or t he

f eat ures it  uses, described in t he list  of  subprocessors. Channel operat ors (such as Met a, f or

What sApp, Inst agram and Messenger) and t he services t he cust omer company cont ract s it self

and connect s t o SkyInbox are governed by t he t erms it  accept s wit h t hem.

Bef ore adding or replacing a subprocessor t hat  processes t he dat a covered, Skills IT not ifies t he

cust omer company t hrough t he regist ered cont act , wit h a reasonable period t o raise a reasoned

object ion, sent  t o contato@skyinbox.com.br. The part ies will seek a workable alt ernat ive. While

t he object ion remains unresolved, t he aff ect ed flow may be unavailable; if  no solut ion is f ound, it

may be t erminat ed in accordance wit h t he cont ract .

Skills IT requires it s subprocessors t o accept  dat a prot ect ion obligat ions consist ent  wit h t his

Agreement  and remains responsible t o t he cust omer company f or t he perf ormance of  t he

obligat ions it  ent rust s t o t hem, t o t he ext ent  provided by law.

https://skyinbox.com.br/subprocessors/2026-10-23


6. Sky and the artificial intelligence providers

When Sky is act ive, t he necessary excerpt  of  t he conversat ion and t he relevant  knowledge base

art icles are sent  t o t he language model provider at  t he t ime of  t he reply, and t he knowledge base is

convert ed int o search vect ors. This t ransmission serves exclusively t o generat e t he reply or

suggest ion request ed.

Skills IT and t he model providers it  select s and cont ract s do not use the customer company's

data, including messages, knowledge base documents and generated replies, to train

artificial intelligence models. Skills IT undert akes t o maint ain t his condit ion when select ing and

cont ract ing t hose providers. One company's knowledge base and hist ory are never used in t he

reply given t o anot her company's cust omer.

7. Assistance to the customer company

Taking int o account  t he nat ure of  t he processing and t he inf ormat ion available, Skills IT assist s t he

cust omer company in responding t o dat a subject  request s, wit h securit y, wit h impact

assessment s and wit h consult at ions wit h t he ANPD (Brazil's dat a prot ect ion aut horit y), where

required.

A dat a subject  request  t hat  reaches Skills IT direct ly about  t he cust omer company's dat a is

f orwarded t o t he company, and t he response does not  go beyond t he company's inst ruct ions,

unless t he law requires ot herwise. The dashboard allows t he cust omer company t o find, export  and

delet e cont act s and conversat ions wit hout  depending on Skills IT.

8. Personal data incidents

Skills IT not ifies t he cust omer company wit hout  undue delay af t er becoming aware of  an incident

aff ect ing t he dat a processed on it s behalf. The first  not ificat ion may be supplement ed lat er; t he

invest igat ion does not  need t o be complet e bef ore not ice is given.

The not ificat ion st at es, where available, t he nat ure of  t he event , t he dat a and people aff ect ed, t he

likely consequences, t he cont ainment  measures and a cont act . Skills IT cooperat es in t he

invest igat ion and mit igat ion. It  is f or t he cust omer company, as cont roller, t o assess and make t he

not ificat ions f or which it  is responsible, wit hin t he applicable deadlines.



9. Return and deletion

On t erminat ion, t he cust omer company may export  cont act s, conversat ions and report s in an

open f ormat . The request  must  be made bef ore t he end of  t he cont ract  or wit hin 30 days af t er it .

Af t er t hat  period, Skills IT delet es t he dat a covered, unless ret ent ion is required by law.

Delet ion includes t he relevant  derivat ives, such as knowledge base indexes and vect ors, not es and

records cont aining conversat ion cont ent . Backups disappear at  t he end of  t he seven-day cycle; if

a rest ore t akes place during t hat  period, t he delet ion is applied again. Skills IT confirms in writ ing

what  was delet ed and what  was ret ained because of  a legal obligat ion.

10. International transfers

Some subprocessors process dat a out side Brazil. Skills IT undert akes t o adopt  a valid mechanism

f or t hese t ransf ers where t he law requires it , t aking int o account  t he part ies, t he dest inat ion and

t he flow, including t he st andard cont ract ual clauses approved by t he ANPD where t hey are t he

applicable inst rument .

The cust omer company may request  inf ormat ion about  each flow and t he saf eguards adopt ed.

Any specific t errit orial rest rict ion must  be agreed bef ore t he corresponding processing.

11. Demonstration of compliance and audit

Skills IT makes available t he inf ormat ion needed t o demonst rat e compliance wit h t his Agreement

and allows audit s by t he cust omer company or by an audit or it  aut horises. The part ies agree on t he

scope, not ice and prot ect ion of  t hird-part y inf ormat ion, wit hout  def eat ing t he legal right  t o audit .

Int rusive t est s require writ t en aut horisat ion.

12. Precedence, languages and duration

This Agreement  prevails over t he Terms of  Service in any conflict  regarding t he processing it

covers. The Port uguese version governs any divergence in t ranslat ion, unless t he cont ract  or t he

law provides ot herwise.

The dat a prot ect ion obligat ions remain in f orce f or as long as Skills IT holds dat a covered by t his

Agreement . Each version remains published at  it s own dat ed address, and a new publicat ion does

not  ret roact ively change what  was accept ed bef ore.

https://skyinbox.com.br/terms-of-service/2026-10-23


Cont act : contato@skyinbox.com.br.


