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1. Who processes the data and what this Policy covers

SkyInbox is operat ed, host ed and support ed by SKILLS IT  SOLUCOES EM T ECNOLOGIA LT DA,

t rading as Skills IT , Brazilian company regist rat ion (CNPJ) 05.699.856/0001- 10, Quadra ACSE 1,

Rua SE 1, nº 38, sala 10, 2º andar, Plano Diret or Sul, Palmas–TO, CEP 77020 - 014, Brazil. Privacy

cont act : contato@skyinbox.com.br. Dat a prot ect ion officer: Adriano Fante, t hrough t he same

cont act .

This is t he single Privacy Policy of  SkyInbox: it  covers t he websit e skyinbox.com.br, t he service

dashboard at  app.skyinbox.com.br, t he pipelines and f eat ures at  kanban.skyinbox.com.br, t he

chat bot s published by Skills IT and t he connect ed channels.

2. Three people, three roles

A cust omer service plat f orm involves t hree diff erent  people wit h dat a at  st ake, and t he LGPD

(Brazil's General Dat a Prot ect ion Law) t reat s each one diff erent ly. Almost  every quest ion about

responsibilit y is set t led here.

Who Which dat a Role of  Skills  IT

Websit e visit ors Cont act  sent  t hrough t he f orm

and, wit h consent , audience

measurement

Cont roller

T he cust omer company and

t he dashboard users

Regist rat ion, billing,

credent ials, access and

act ivit y logs

Cont roller
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Who Which dat a Role of  Skills  IT

T he cust omer company's own

cust omer, t he person who

messages t he company on

What sApp, Inst agram, email or

t he chat  on it s websit e

Conversat ions, at t achment s,

cont act  det ails, not es and

dat a collect ed by chat bot s

Processor, on behalf  of  and

under t he inst ruct ions of  t he

cust omer company, which is

t he cont roller

In t he t hird case, it  is t he cust omer company t hat  decides what  is collect ed and why. Skills IT

processes t hat  dat a wit hin t he limit s of  t he Dat a Processing Agreement , and t he privacy policy

t hat  applies t o t hat  person is t he one of  t he company t hey spoke t o.

3. What data is processed

On the website. Name, company, email, phone number, t eam size and any f ree t ext  writ t en in t he

cont act  f orm. The request  reaches t he Skills IT sales t eam by email and is recorded in t he

company's sales syst em, t oget her wit h t he IP address it  was sent  f rom, used only t o block

aut omat ed bulk submissions and delet ed wit hin 180 days. Wit h consent , audience and

perf ormance measurement  dat a is also processed, as described in t he Cookie Policy.

On the platform. Regist rat ion dat a of  t he company and of  dashboard users (name, email, access

profile, Google ident it y when t hat  sign-in is chosen), access and act ivit y logs, and t he cont ent  of

cust omer service conversat ions: messages, at t achment s, audio, images, cont act  det ails, labels,

not es, pipeline cards and answers collect ed by chat bot s.

What we do not ask for. The websit e does not  ask f or ident it y document s, bank det ails or

sensit ive inf ormat ion in any f orm. A request  of  t hat  kind on behalf  of  SkyInbox out side t he

dashboard is not  ours.

4. Purposes and legal bases

Where Skills IT is t he cont roller, each purpose has it s own legal basis (art icle 7 of  t he LGPD):

Purpose Leg al basis

Replying t o a cont act  made t hrough t he

websit e

Preliminary st eps relat ed t o a cont ract , at  t he

dat a subject 's request
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Purpose Leg al basis

Providing t he cont ract ed service: creat ing

account s, connect ing channels, keeping t he

dashboard running and providing support

Perf ormance of  a cont ract

Invoicing and collect ion Perf ormance of  a cont ract  and compliance wit h

legal and t ax obligat ions

Plat f orm securit y: access logs, login at t empt

limit s and abuse prevent ion

Legit imat e int erest , balanced against  t he

impact  on t he dat a subject , and legal obligat ion

regarding logs

Measuring t he websit e's audience and

perf ormance

Consent , collect ed in t he cookie not ice and

revocable at  any t ime

Exercising right s in judicial, administ rat ive or

arbit rat ion proceedings

Regular exercise of  right s

For cust omer service conversat ions, t he legal basis is defined by t he cust omer company, which is

t he cont roller. Skills IT processes t hat  dat a under it s inst ruct ions.

5. What Sky does with the content

Sky is t he art ificial int elligence in SkyInbox. To answer a cust omer, it  reads t he ongoing

conversat ion and t he art icles in that company's  knowledge base and generat es t he reply f rom

t hem.

No cross-account use. One company's knowledge base and hist ory never f eed t he reply

given t o anot her company's cust omer.

T here is third-party processing. Text  generat ion uses a language model provider

cont ract ed by Skills IT, t o which t he necessary excerpt  of  t he conversat ion is sent  at  t he t ime

of  t he reply. The knowledge base is convert ed int o search vect ors by a provider of  t he same

kind. The providers are list ed under subprocessors.

No training on your data. Neit her Skills IT nor t he model providers it  cont ract s use

messages, document s or generat ed replies t o t rain art ificial int elligence models.
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Sky may record notes  about  a cont act , t o give cont ext  t o t he next  conversat ion. These

not es are visible t o t he t eam, can be edit ed and delet ed, and are removed t oget her wit h t he

cont act .

T he company sets her limits, including swit ching her off  on any channel. What  she answers

and what  she hands over is described in what  Sky does not  do.

6. Who the data is shared with

Skills IT does not  sell personal dat a or share it  f or t hird-part y advert ising. Dat a is shared only wit h

t hose needed f or t he service t o work:

the subprocessors  t hat  host  t he plat f orm, generat e Sky's replies and deliver t he websit e,

list ed under subprocessors;

the channel operators  t hat  t he cust omer company chooses t o connect  (Met a f or

What sApp, Inst agram and Messenger, Telegram, email providers and ot hers). Wit hout  t hem

messages can neit her arrive nor be sent , and each has it s own t erms, accept ed by t he

company when connect ing t he account ;

services contracted directly by the customer company and connect ed by it , such as

Twilio, Bandwidt h, Dialogflow or video providers, which are governed by t he cont ract s bet ween

t hem;

public authorities, when t here is a legal order. In t hat  case Skills IT not ifies t he aff ect ed

cust omer, unless t he order it self  f orbids it .

7. How long data is kept

Dat a Period

Cont act  made t hrough t he websit e For as long as t he sales conversat ion last s and

up t o 12 mont hs af t er it , t o resume t he

conversat ion. Delet ion can be request ed earlier

Cont act  f orm IP address Up t o 180 days

https://skyinbox.com.br/sky/limites
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Dat a Period

Cust omer service conversat ions For t he durat ion of  t he cont ract , wit h f ull hist ory

on every plan. T he cust omer company may

request  delet ion earlier. On t erminat ion, export

can be request ed wit hin 30 days, af t er which t he

dat a is delet ed

Regist rat ion and billing For t he durat ion of  t he cont ract  and, af t er it , f or

t he periods required by t ax and civil law

Access logs For t he period set  out  in Brazil's Civil Right s

Framework f or t he Int ernet  (Marco Civil da

Int ernet )

Backups Daily rout ine wit h 7-day ret ent ion. Delet ed dat a

leaves t he service immediat ely and disappears

f rom backups at  t he end of  t hat  cycle

8. Data subject rights

Art icle 18 of  t he LGPD guarant ees, over your personal dat a, t he right s of  confirmat ion and access,

correct ion, anonymisat ion, blocking or delet ion, port abilit y, inf ormat ion about  sharing, wit hdrawal of

consent  and object ion. The f ull procedure, wit h deadlines, is in dat a prot ect ion and your right s.

Anyone who is a cust omer of  a company t hat  uses SkyInbox and want s t o exercise t hese right s

over t he conversat ion t hey had wit h it  should send t he request  t o t hat  company, which is t he

cont roller. If  t he request  reaches Skills IT, it  is f orwarded t o t he company and t he person is

inf ormed.

9. Security

The measures in place are described on t he securit y page: own inf rast ruct ure administ ered by

Skills IT, isolat ion of  dat a and knowledge base by company, encrypt ion in t ransit , passwords st ored

encrypt ed, login at t empt  limit s, permission profiles, audit  t rail f rom t he Business plan upwards and

daily backups wit h seven-day ret ent ion.

https://skyinbox.com.br/data-subject-rights/2026-10-23
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Skills IT  does not claim any formal security certification: it  holds neit her SOC 2 nor ISO

27001. If  a securit y incident  poses relevant  risk or harm t o dat a subject s, t he aff ect ed cust omers

and t he ANPD (Brazil's dat a prot ect ion aut horit y) are not ified wit hin t he legal deadlines.

10. International transfers

Some of  t he providers needed f or t he service process dat a out side Brazil: t he cloud provider, t he

channel operat ors and t he art ificial int elligence providers used by Sky. These t ransf ers t ake place

t o perf orm t he cont ract  and f ollow t he saf eguards required by chapt er V of  t he LGPD in t he

cont ract s signed wit h each provider. The list  of  subprocessors ident ifies each one.

11. Children and adolescents

SkyInbox is a work t ool and is not  int ended f or people under 18. Skills IT does not  int ent ionally

collect  dat a f rom children and adolescent s on t he websit e. If  t he cust omer company serves t his

audience t hrough t he connect ed channels, it  is up t o t he company, as cont roller, t o obt ain parent al

consent  as required by art icle 14 of  t he LGPD.

12. Changes to this Policy

Each version of  t his Policy remains published at  it s own dat ed address. When a change mat erially

alt ers how dat a is processed, cust omers are not ified by email bef ore it  t akes eff ect .

The Port uguese, English and Spanish versions describe t he same processing. In case of  any

divergence, t he Port uguese version prevails.
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